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Awareness Through Information Sharing

Incidents/Articles of Note:

¢ Lowe’s Market Chain Leaves Client Data Up for Grabs

e Cybercriminals Target SVB Customers With BEC and Cryptocurrency Scams

e CISA: Election Security Still Under Threat at Cyber and Physical Level

¢ Atlanta Man Sentenced to Federal Prison in Connection With a Multimillion-
Dollar International Cyber and Fraud Scheme

¢ Senators Request Cyber Safety Analysis of Chinese-Owned DJI Drones

¢ FBIl: Ransomware Hit 860 Critical Infrastructure Orgs in 2022

* Nation State Hackers Exploited Years-Old Bug to Breach a US Federal
Agency

¢ Beware Of Poisoned Videos On Popular Video Sharing Website

¢ US Cyber Command Developing Own Intelligence Hub
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Article | Security Magazine

CISA Starts Ransomware
Vulnerability Pilot Program

Recognizing the persistent threat posed
by ransomware attacks to organizations
of all sizes, the Cybersecurity and
Infrastructure Security Agency (CISA)
recently announced the establishment of
the Ransomware Vulnerability Warning
Pilot (RVWP) as authorized by the Cyber
Incident Reporting for Critical
Infrastructure Act (CIRCIA) of 2022.
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Cybersecurity Basics

These basic cybersecurity tips are often
overlooked, but are very powerful in the
fight to stay ahead of the threat.
Knowing these cybersecurity basics and
putting them in practice will help you
protect your business and reduce the
risk of a cyber attack.

Observe Suspicious
@ Activity?
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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